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Age Assurance Is Now
an Enforcement Priority
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Australia

(~76 million US dollars)
max civil penalty for failing
to take reasonable steps to

keep under-16s off social
media (in force since
10 Dec 2025)

Ofcom in action
2026

Feb: £800K, Kick Online
Entertainment (no age checks)

Feb: £1.35M, 8579 LLC
(no age checks)

Sep: £700K, Xgroovy
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or £18M, whichever is greater,
under the Online Safety Act



Three pressures, one question

| Fines, audits, investigations |
Regulators ask: can you prove it works?

| Borrowed IDs, deepfakes, misrepresentation, shared and resold accounts |
Cheaters ask: how do | get around it?

| Collect less data, lose fewer real users |
Users ask: why do you need this from me?



From a checkbox to infrastructure

self-declaration — effective age checks

—  risk-based age assurance infrastructure

Regulator asked: is there a gate?



What Makes Age Assurance Defensible?
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Same goal, different proofs

Gating, estimation, verification, inference: what’s the difference?

: Age gating
User types a birth date or ticks “I'm 18+”

Age verification

Prqof Age confirmed from an ID document or authoritative source

Prob bili i Age estimation
° a. stie Algorithm estimates age, e.g. from a selfie
Age inference
Reusable “18+” proof from a wallet, bank, or mobile network
operator

Only the answer
is shadoof
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Sometimes the ID Format Can Be Useful
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The USA driver license has different format depending
on whether the holder is under the age of 21



But Sometimes the ID Doesn’t Help
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But Sometimes the ID Doesn’t Help

Iranian identity card Malaysian identity card
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But Sometimes the ID Doesn’t Help

Australia - ePassport (2022)
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Global Coverage
of ldentity Documents
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17,000+ document
templates covering
countries and territories

Supports languages
and scripts, including Latin,
Cyrillic, Hebrew, Greek,
Spanish, Arabic, Chinese,
and more



https://docs.regulaforensics.com/fundamentals/documents-database/

Age estimation: diversity matters




How to choose reliable vendor

Region of Birth and Sex
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How to choose reliab

e vendor

Challenge 25 Child Online Safety (13-16)

Algorithm Application Border Age 13-16 Age8-12 Age 17-22
FPR FPR MAE TPR FNR| FNR] FPR FPR
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Attackers don't break the algorithm.
They go around it.

Presentation and injection

| . .
dentity misuse attacks

Account misuse
Photo or video replay
Printed photo, screen replay, mask

A parent’s
account

Borrowed ID

Ami qult Injection attacks
minor tises an aduts A child uses an adult’s

document or photo A virtual camera feeds fake video already-verified account
s straight into the app, so the real
Mitigating controls: face match ' camera is never used Mitigating controls:
to the document photo, N\’ e '
. ) , re-verification
authenticity checks Deepfakes and synthetic faces

Al-generated faces. UK users
even passed a face check with
a video game character



Anti Fraud measures

Liveness detection Face matching and identification

Active and passive liveness checks ' Performs 1:1 face matching against a

to check that the user is physically document portrait, RFID chip image, or
present external database, and supports 1:N face

identification.

iBeta-certified at PAD Level 1 and Level 2 under

ISO/IEC 30107-3.
Identification common spoofing attempts
Screen replays with deepfake video Al-generated deepfakes
Digital images and masks 3D-masks and silicon replicas

Video injections into the camera stream Detection of multiple faces in the camera



Age Assurance Should Adapt to Risk

Light check at entry Re-verification on triggers
Facial age estimation with a buffer Suspected bypass, new device, risky
age. Low friction. [UX] action, unusual behaviour. [Attacks]

o
Lﬂ l,a

Strong verification for Audit trail
restricted actions Method, threshold, model version,
ID + authenticity + selfie + liveness outcome, timestamp. [Regulation]
+ face match. [Attacks]



One Platform. Multiple
Age Assurance Journeys.

Configurable workflows - Match verification
requirements to different situations and risk
levels

Multiple verification technologies - Combine
document, biometric, and integrated third-party

checks

2

Risk-based step-up verification - Request
additional evidence when the initial result is
insufficient

Customer profiles and verification history -
Connect previous and new checks to support
ongoing identity management




Age Assurance Is More Than an Age Check

Choose the right
verification method

Combine document, biometric,
and other checks when needed

Manage verification decisions and store
sufficient evidence

| 24



Three Principles for Smarter Age Assurance

Apply proportionate age
checks, escalating to
stronger verification when
the risk or uncertainty
increases.

Combine strong document
and biometric checks where
needed to prevent bypass
attempts using deepfakes,
masks, or forgeries.

Maintain verification
evidence, apply consistent
policies, and minimize
unnecessary data collection
and user friction.



Thank yout!

Decades of Forensics for Seamless Identity Verification.
eg U q Bringing together 30 years of experience in forensics, border control

and business, to create industry standards to trust and follow.



